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Executive Summary

The American Chemistry Council (ACC) is pleased to provide comments on the Federal
Aviation Administration’s (FAA) proposed rule to implement section 2209 of the FAA
Extension, Safety and Security Act of 2016, which would establish a process for operators and
proprietors of certain fixed site facilities to request and maintain an unmanned aircraft flight
restriction.

Chemical manufacturing facilities are essential to the Nation's economy, public health,
national security, and supply chain resilience. ACC member companies manufacture essential
chemical products used across the energy, water treatment, healthcare, agriculture,
transportation, electronics, and national defense sectors. As part of their operations, many
facilities manufacture, process, or store hazardous materials, making them attractive targets for
unauthorized surveillance, disruption, or other malicious activity.

ACC surveyed chemical manufacturers whose operations collectively represent more
than 3,100 facilities nationwide. The results confirm that unmanned aircraft system (UAS)
activity is an existing and growing operational concern throughout the chemical sector.?

TACC Section 2209 Member Survey (June 2026) (responses from chemical manufacturers whose operations collectively
represent more than 3,100 facilities nationwide; on file with ACC).



Key survey findings include:

e 84 percent of respondents reported that drones currently present a threat to one or more
of their facilities.

e Nearly 90 percent believe the threat has increased during the past five years.

e More than 93 percent expect the threat to continue increasing over the next five years.

e Approximately 77 percent of represented facilities have experienced at least one
unauthorized drone incursion.

Accordingly, it is critically important for FAA to establish a workable process for chemical
facilities to obtain UAS Flight Restriction ("UAFR") while preserving legitimate UAS
operations. ACC urges the FAA to expeditiously adopt a final rule that:

e Applies a practical, risk-based evaluation that considers the full record and facility-
specific UAS risks.

e Uses the chemical-sector criteria derived from CFATS Appendix A as an eligibility
pathway, but not as a bright-line limitation.

e Allows a chemical facility to qualify through Appendix A chemical-of-interest thresholds
or technically supported alternative thresholds based on facility-specific risk.

e Does not require Remote ID receiving capability as a prerequisite to submit or obtain
conditional approval of a petition; require Part 89-compatible capability before an
approved UAFR becomes active.

e Protects confidential business information and other sensitive security information
submitted during the petition process.

e Recognizes existing security management systems, including voluntary initiatives such as
ACC's Responsible Care® Security Code, as supporting documentation relevant to an
applicant's demonstration of protective security measures.

e Preserves the NPRM's "where available” limitation for twenty-four months of historical
UAS activity and accepts other credible evidence when records are unavailable.

e Preserves practical access for facility-owned and facility-authorized UAS operations used
for inspection, maintenance, environmental monitoring, security, and emergency
response.

e Limits applicant responsibilities under proposed 88 74.68 and 74.70 to facility-specific
information reasonably within the applicant's knowledge and expertise.



Introduction

ACC is pleased to provide comments on the FAA’s proposed rule to implement section
2209 of the FAA Extension, Safety and Security Act of 2016, which would establish a process
for operators and proprietors of certain fixed site facilities to request and maintain an unmanned
aircraft flight restriction. ACC has a direct and substantial interest in this rulemaking because
Congress expressly identified chemical facilities among the fixed-site facilities eligible to seek
protection from UAS operations in close proximity.

ACC represents leading companies engaged in the business of chemistry. ACC members
manufacture, process, formulate, distribute, and transport products essential to nearly every
sector of the U.S. economy, including energy, healthcare, water treatment, agriculture,
transportation, electronics, manufacturing, and national defense. Collectively, ACC member
companies operate thousands of facilities across the United States, many of which manufacture,
process, or store hazardous chemicals and other materials requiring robust physical security
programs.

Chemical manufacturing facilities present varied and complex operating environments.
Their processes, inventories, configurations, surrounding communities, and roles in critical
supply chains differ significantly. Unauthorized UAS activity can enable surveillance, expose
proprietary or security-sensitive information, interfere with operations or emergency response, or
create accidental or deliberate risks to workers, nearby communities, property, and essential
supply chains. These facility-specific risks make a workable Section 2209 process particularly
important to the chemical sector.

ACC and its members also bring substantial experience in chemical security and risk
management. For decades, ACC member companies have worked with federal, state, and local
partners through regulatory programs, voluntary initiatives, and information sharing. ACC's
Responsible Care® Security Code promotes continuous improvement through threat and
vulnerability assessment, implementation of protective measures, periodic review, and
coordination with government partners. This experience informs ACC's evaluation of how the
proposed UAS Flight Restriction ("UAFR™) framework can add a meaningful layer of protection
without duplicating existing security programs.?

2American Chemistry Council, Responsible Care® Security Code,
https://www.americanchemistry.com/content/download/15996/file/Responsible-Care-Security-Code.pdf.
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Congress enacted Section 2209 in 2016 to direct the Secretary of Transportation to establish a
process allowing an operator or proprietor of a fixed-site facility to petition the FAA
Administrator to prohibit or restrict UAS operations in close proximity to that facility. The
statute expressly encompasses critical infrastructure, including energy production, transmission,
and distribution facilities and equipment; oil refineries; chemical facilities; amusement parks;
and other locations warranting a restriction. Congress directed FAA to consider aviation safety,
protection of persons and property on the ground, national security, and homeland security, and
to coordinate with the Department of Homeland Security and other appropriate federal agencies.
Congress later amended Section 2209 to include railroad facilities and State prisons.?

The rulemaking is needed to convert that statutory direction into a standardized, facility-
initiated process. Although Congress originally directed establishment of the process within 180
days, operators and proprietors still lack a generally available mechanism for petitioning FAA
for a site-specific restriction under Section 2209. At the same time, the affordability, capability,
and prevalence of UAS have increased substantially. A final rule can close this implementation
gap by creating a clear legal designation that reduces unintentional incursions by compliant
drone operators, helps facilities and law enforcement distinguish authorized from unauthorized
flights, and supports enforcement when a UAFR is violated. The framework will not itself confer
authority to detect, seize, disable, or otherwise interfere with an aircraft, which further
underscores the importance of making the petition process an effective and accessible security
tool.

ACC therefore supports prompt implementation of Section 2209 through a practical, risk-
based framework. The final rule should recognize the diversity of the chemical sector and allow
a facility to demonstrate eligibility and need using facility-specific information and the best
credible evidence reasonably available. It should also leverage existing security assessments and
practices where appropriate, protect sensitive information, and avoid unnecessary administrative
burdens or requirements that duplicate established security frameworks. The recommendations
that follow are intended to help FAA implement Congress's direction while preserving the safe
and efficient use of the National Airspace System.

3FAA Extension, Safety, and Security Act of 2016, Pub. L. No. 114-190, § 2209, 130 Stat. 615, 649-52 (2016), as amended
by the FAA Reauthorization Act of 2018, Pub. L. No. 115-254, and the FAA Reauthorization Act of 2024, Pub. L. No. 118-
63; Designation—Restrict the Operation of Unmanned Aircraft in Close Proximity to a Fixed Site Facility, 91 Fed. Reg.
24,650, 24,651-52 (May 6, 2026) (“NPRM”).

“FAA Extension, Safety, and Security Act of 2016 § 2209(a); NPRM, 91 Fed. Reg. at 24,651-54.
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ACC Survey Findings: The Evolving UAS Threat to the Chemical Sector

To better understand the operational impacts of unauthorized unmanned aircraft systems
("UAS") on the chemical sector, ACC surveyed member companies whose operations
collectively represent more than 3,100 chemical manufacturing facilities across the United
States. The survey examined unauthorized drone activity, facility preparedness, existing security
measures, detection capabilities, and anticipated participation in the Section 2209 petition
process.

Collectively, these responses provide one of the most comprehensive industry
assessments to date of how chemical manufacturers perceive and respond to unauthorized UAS
activity. The findings demonstrate that drone-related security concerns are widespread,
increasing in frequency, and affecting facilities of varying sizes, operational profiles, and
geographic locations. Most importantly, the survey confirms that unauthorized UAS activity is
no longer a theoretical or emerging issue; it is an operational challenge that many facilities are
already managing.

A. Unauthorized Drone Activity Is Widespread and Increasing

ACC's survey demonstrates a broad consensus among chemical manufacturers that
unauthorized UAS activity presents an increasingly significant security concern.

e 84 percent of respondents reported that drones currently present a threat to one or more
of their facilities.

e Nearly 90 percent indicated that the threat has increased during the past five years.

e More than 93 percent expect the threat to continue increasing during the next five years.

These findings indicate that the chemical sector increasingly views unauthorized UAS
activity as an operational security issue rather than a speculative future risk. As drone technology
becomes more capable, accessible, and affordable, facilities anticipate continued growth in both
legitimate and unauthorized operations near industrial sites.

B. Unauthorized Drone Incursions Are Already Occurring

Beyond perceptions of risk, respondents reported substantial real-world experience with
unauthorized drone activity.



Approximately 77 percent of represented facilities have experienced at least one
unauthorized drone incursion. While many facilities reported occasional incidents, others
described recurring overflights, with approximately 19 percent reporting more than ten
incursions and approximately 4 percent reporting more than fifty incidents.

These findings demonstrate that unauthorized UAS activity is already occurring across a
significant portion of the chemical sector and is not limited to isolated facilities or uncommon
circumstances. For many operators, drone activity has become a recurring security consideration
requiring ongoing monitoring and evaluation.

C. Chemical Facilities Face Unique Operational and Security Risks

Chemical manufacturing facilities present operating environments that differ from many
other fixed-site facilities. Complex industrial processes, hazardous materials, interconnected
infrastructure, and critical supply chains create facility-specific UAS risks that must be evaluated
through a risk-based framework.

Survey respondents identified concerns related to unauthorized UAS activity, including:

e Surveillance of sensitive infrastructure and security measures;

e Industrial espionage and unauthorized collection of proprietary information;
e Interference with operations or emergency response activities;

e Accidental collisions with process equipment or critical infrastructure; and
o Worker safety risks associated with low-altitude drone operations.

Respondents also emphasized that even when unauthorized drone operations are not
malicious, they may create unnecessary operational disruptions, require security investigations,
or divert personnel from other safety and security responsibilities.

Member comments included:

"The biggest threat is an errant operator accidentally crashing a drone into process
control equipment, resulting in equipment damage or operational disruption."

This member comment illustrates that chemical facilities are concerned not only with
intentional malicious activity, but also with the safety and operational risks of accidents
involving unauthorized drone operations near complex industrial processes.



D. Existing Security Measures Have Practical Limitations

Many ACC member facilities have implemented security procedures to identify and
respond to unauthorized drone activity. However, survey responses demonstrate that current
capabilities remain limited.

Most respondents indicated that unauthorized drones are identified primarily through
visual observation by employees or contract security personnel rather than through dedicated
detection technologies. As discussed later in these comments, relatively few facilities currently
possess the technical capability to detect Remote ID broadcasts or consistently document drone
activity over extended periods.

Several respondents also noted that while they may observe unauthorized drone activity,
they often have few practical options for identifying operators or responding in real time.

Member comments included:

"We currently have no defense against drones and are relying solely on employees to
report activity."”

This response underscores an important implementation consideration for FAA: the
absence of sophisticated detection technology should not be interpreted as the absence of
legitimate security risk.

FAA Should Implement Section 2209 Through a Practical, Risk-Based Framework

The NPRM proposes a multi-step framework under which an applicant must demonstrate
that the site is a fixed facility and critical infrastructure, satisfies sector-specific criteria,
maintains protective security, has assets vulnerable to UAS, and can demonstrate a safety or
security need for a UAFR.®

ACC supports this general structure if FAA administers it as a practical, risk-based
process focused on the facility-specific risks posed by UAS. The final rule should not implement
a system where failure to meet minimum eligibility criteria leads to automatic denials, require

SNPRM, 91 Fed. Reg. at 24,660-64; proposed 14 C.F.R. §§ 74.54, 74.56, and 74.66.
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duplicative submissions, or prevent FAA from considering credible information that
demonstrates risk.

ACC recommends that the FAA’s implementation framework be guided by the following
principles.

A. Maintain a Risk-Based Approach

FAA should evaluate each petition using the full record, including the facility's
operations, UAS vulnerabilities, security posture, surrounding environment, critical assets, and
the potential effects of disruption. No single factor, including the presence or quantity of a
particular chemical, should be dispositive.

Chemical manufacturing facilities vary significantly in their operations, products,
configurations, surrounding populations, and roles in critical supply chains. A risk-based
evaluation is necessary because those differences affect both the nature of the UAS threat and the
suitability of a UAFR.

This approach is consistent with FAA's statement that it developed risk-based parameters
for the chemical sector and that, when evaluating need, no single factor would be dispositive.®

B. Avoid Creating a New Federal Security Program

The final rule should remain focused on the Section 2209 petition and evaluation process.
It should not create a separate screening, ranking, or tiering program for chemical facilities.

Applicants may already possess facility security assessments, incident-response plans,
and other records that address the information FAA needs. FAA should accept relevant existing
documentation and request only the supplemental information necessary to evaluate the UAFR
petition.

This approach would reduce administrative burden while preserving FAA’s ability to
conduct the facility-specific risk evaluation required by the proposed rule.

C. Recognize Existing Security Management Frameworks

SNPRM, 91 Fed. Reg. at 24,664, 24,666.



Survey responses demonstrate that many chemical manufacturers have already
implemented security practices relevant to unauthorized UAS activity.

For example:

e Approximately 59 percent of respondents reported incorporating drone-related
considerations into facility security plans.

e Approximately 38 percent maintain formal response procedures for unauthorized drone
incidents.

e Nearly one-third conduct exercises or training related to drone security.

These findings demonstrate that many facilities have proactively incorporated UAS
considerations into broader security management programs despite the absence of a federal
UAFR process.

Similarly, ACC's Responsible Care® Security Code provides participating companies
with a structured framework for continuously assessing evolving threats, implementing
protective security measures, evaluating vulnerabilities, and improving security performance
over time. While participation in Responsible Care® should not establish automatic eligibility
for a UAFR, the FAA should recognize Responsible Care® and comparable security
management systems as relevant supporting documentation that may assist applicants in
demonstrating existing security practices and overall security maturity.

Recognizing existing frameworks would reduce unnecessary duplication while allowing
the FAA to evaluate petitions based on the quality and completeness of information submitted.

D. Maintain Flexibility in Demonstrating Need

Proposed § 74.66 requires information about UAS traffic, vulnerability, the effects of
exploitation, and how the UAFR would supplement existing security. FAA states that these
factors are evaluated together and that no one factor is dispositive.’

Applicants should be permitted to support petitions using facility-specific information.
Relevant information may include:

e documented unauthorized drone incursions;

’NPRM, 91 Fed. Reg. at 24,664; proposed 14 C.F.R. § 74.66.



o facility vulnerability assessments;

e security risk assessments;

e operational-impact analyses;

e incident reports;

e law enforcement coordination;

e physical security assessments; and/or

e other credible evidence demonstrating the security risks posed by unauthorized UAS
activity.

This flexible approach will better accommodate the diversity of chemical facilities and
recognize that not every facility possesses the same technical capabilities or historical records.

Chemical-Facility Eligibility Should Be Risk-Based and Flexible

Proposed 8 74.54 would require an applicant to show that the site is a fixed-site facility,
is critical infrastructure, satisfies the criteria for a sector under subpart C, maintains protective
security, has critical assets or operational components vulnerable to UAS, and could experience a
regional- or national-level debilitating impact from damage, disruption, or destruction.®

ACC agrees that an applicant must establish that the site is both a fixed facility and
critical infrastructure. For the chemical sector, the final rule should then provide a risk-based
method for demonstrating the sector-specific element without making falling short of a single
inventory threshold an absolute bar to consideration.

A. ACC Supports the Proposed Fixed Facility and Critical Infrastructure Eligibility
Criteria

The NPRM defines a fixed-site facility as a permanent structure, building, or asset with
defined geographic boundaries and excludes mobile, virtual, temporary, and impermanent
facilities. It separately requires the applicant to demonstrate that the facility is critical
infrastructure under the statutory definition.®

8NPRM, 91 Fed. Reg. at 24,661-62, 24,686-87; proposed 14 C.F.R. § 74.54.

°NPRM, 91 Fed. Reg. at 24,651-52, 24,661, 24,686-87; proposed 14 C.F.R. § 74.54(a)—(b); see also 42 U.S.C. § 5195c(e)
(definition of critical infrastructure).
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ACC supports these two threshold eligibility requirements in 74.54 (a) and (b). A
chemical-sector applicant should provide information showing that the petition concerns a
permanent chemical facility with defined boundaries and that the facility is sufficiently vital that
its incapacity or destruction could have a debilitating impact on security, national economic
security, national public health or safety, or a combination of those matters.

Once those requirements are met, FAA should evaluate the remaining eligibility and need factors
through a facility-specific, risk-based review.

B. Appendix A Should Be an Eligibility Pathway, Not a Bright Line

For the chemical sector, proposed 8§ 74.81 provides that a fixed-site facility satisfies the
sector-specific requirement if it uses, manufactures, stores, transports, possesses, or distributes
one or more hazardous-release chemicals at or above the minimum concentration percentages
and screening threshold quantities in proposed Appendix A to part 74. FAA explains that its
proposed list draws from selected release chemicals and thresholds in Appendix A to 6 CFR part
27.10

ACC supports using the CFATS Appendix A chemical-of-interest (COI) framework and
screening threshold quantities as a recognized pathway for chemical-sector eligibility. Those
chemicals and thresholds reflect substantial prior government analysis and provide applicants
and FAA with a familiar, administrable starting point.!

The Appendix A pathway, however, should not operate as a bright-line exclusion. The
former CFATS screening threshold quantities were designed for a different statutory program
and purpose. A chemical facility may warrant UAFR protections based on the nature of the
facility's assets, the vulnerabilities of these assets to unmanned aircraft, the potential
consequences or effects if an unmanned aircraft exploited a vulnerability, or other facility-
specific facts even when a listed COl is below the referenced threshold.

'NPRM, 91 Fed. Reg. at 24,666, 24,688; proposed 14 C.F.R. § 74.81.

"See Appendix Ato 6 C.F.R. part 27 (DHS Chemicals of Interest); Appendix A to Chemical Facility Anti-Terrorism
Standards, 72 Fed. Reg. 65,396, 65,420-35 (Nov. 20, 2007).

11



C. Proposed § 74.81 Should Permit Alternative Risk-Based Pathways

The final rule should permit a chemical facility to satisfy the sector-specific criterion
through either (1) a listed hazardous-release COI at or above the applicable Appendix A
concentration and screening threshold quantity, or (2) an alternative facility-specific
demonstration of need for UAFR.

To avoid making Appendix A a bright-line limitation, FAA should revise the operative
phrase "satisfies the requirements under § 74.54(c) if" to provide that a chemical facility "may
satisfy" § 74.54(c) through either the Appendix A pathway or an alternative facility-specific
demonstration of need.

This alternative pathway would not recreate the CFATS Top-Screen, ranking, or tiering
process. The applicant would submit only the information needed to demonstrate eligibility and
need for the requested UAFR, and FAA would evaluate that information under the standards in
proposed §8 74.54 and 74.66.

FAA may consult the applicable Sector Risk Management Agency when specialized
technical information is needed, as contemplated by proposed § 74.66(e), but the final decision
should remain a facility-specific FAA determination based on the record.

D. FAA’s Evaluation Should Consider the Full Record

Meeting the sector-specific requirements should establish access to the petition process,
not automatic approval of a UAFR. FAA would still evaluate the facility's UAS vulnerabilities,
the risk presented, how the restriction would supplement existing security, effects on other
airspace users, and whether the restriction is necessary.'?

ACC's survey found that more than 90 percent of respondents would petition if eligible.
This high level of interest demonstrates the importance of a clear and workable gateway through
which facilities can present facility-specific risk information for FAA review.

2NPRM, 91 Fed. Reg. at 24,660, 24,664-65, 24,689-90; proposed 14 C.F.R. §§ 74.66 and 74.100.
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Combined with the survey’s findings on actual incursions and increasing UAS concerns,
the results support an eligibility framework that allows FAA to review credible petitions rather
than rejecting facilities solely because they fall on one side of a single inventory threshold.

E. ACC’s Recommended Revision to Proposed § 74.81

ACC recommends revising the chemical-sector criterion substantially as follows:

o A fixed-site facility in the chemical sector may satisfy § 74.54(c) if it uses, manufactures,
stores, transports, possesses, or distributes one or more hazardous-release chemicals at or
above the minimum concentration percentages and screening threshold quantities in
Appendix A to part 74; or

e the applicant provides a technically supported, facility-specific demonstration of need
consistent with 74.66.

This revision would retain Appendix A as an objective eligibility pathway while preventing it
from becoming an exclusive bright-line limitation

Remote ID Compatibility and Historical UAS Information

The NPRM addresses two distinct information-capability issues: proposed § 74.56(d)
would require security monitoring capable of receiving Remote ID broadcasts using equipment
compatible with 14 CFR part 89 and proposed 8§ 74.66(a) would request information about UAS
operations during the previous twenty-four months, where available.*?

ACC supports the operational objectives of those provisions, but the timing and
implementation requirements must reflect that many member facilities do not currently possess
Remote ID receiving capability or comprehensive historical UAS records.

A. Remote ID Capability Should Be Required for Activation, Not Application

Approximately 78 percent of survey respondents reported that they do not currently
possess the capability to detect or monitor Remote 1D broadcasts.

BNPRM, 91 Fed. Reg. at 24,662-64, 24,687; proposed 14 C.F.R. §§ 74.56(d) and 74.66(a).
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Proposed 8 74.56(d) would require a facility's security monitoring to include the
capability, directly or through a contracted service, to receive Remote ID broadcasts from UAS
operating within or near the requested UAFR, using equipment compatible with part 89. FAA
explains that this capability would help the facility identify allowed operations.*

ACC supports requiring an approved UAFR site to have Part 89-compatible Remote ID
receiving capability when the restriction becomes active. That capability, however, should not be
a prerequisite to file a petition or to receive conditional approval. Requiring installation before
FAA determines that a facility is otherwise eligible would force applicants to incur costs before
knowing whether a UAFR will be granted and could deter facilities with legitimate risks from

applying.

The final rule should allow FAA to condition approval on deployment of compatible
Remote ID receiving capability before activation of the UAFR. FAA should also permit direct
equipment or a contracted service, as the proposed text contemplates, and should avoid
prescribing a specific technology beyond compatibility with part 89.

B. Twenty-Four Months of Information Should Be Provided Only Where Available

Proposed § 74.66(a) asks an applicant to describe UAS operations during the previous
twenty-four months "where available.” The preamble likewise states that the information would
be submitted "if available."%®

ACC supports and asks FAA to preserve that limitation. Approximately 65 percent of
survey respondents do not possess twenty-four months of historical UAS activity records, often
because their facilities lack dedicated UAS detection systems and have relied on employee
observation or ordinary incident reporting.

The absence of a complete twenty-four-month record should not create a presumption
that the facility lacks UAS risk and should not render an application incomplete.

Applicants should provide the information reasonably available for the relevant period
and may supplement it with incident reports, employee observations, law-enforcement

“NPRM, 91 Fed. Reg. at 24,662-63, 24,687; proposed 14 C.F.R. § 74.56(d); see also 14 C.F.R. part 89.

SNPRM, 91 Fed. Reg. at 24,664, 24,687; proposed 14 C.F.R. § 74.66(a).

14



information, facility risk assessments, and other credible evidence. FAA should evaluate the total
record under the risk-based standard in proposed 8§ 74.66.

C. The Evidentiary Standard Should Reflect Current Capabilities

Chemical facilities differ in their security resources, UAS experience, and technical capabilities.
The final rule should allow each applicant to use the best credible information reasonably
available to demonstrate facility-specific UAS risk.

Relevant information may include:

e documented UAS incursions;

e facility vulnerability and risk assessments;

e security incident reports and employee observations;

e physical security assessments;

e law-enforcement coordination or information;

e operational-impact analyses; and

e other credible information relevant to the facility-specific UAS risk.

This approach is consistent with FAA's proposal to consider the demonstration-of-need factors
together and not treat any one factor as dispositive.'®

Protection of Sensitive Security Information

Section 2209 petitions may require applicants to submit information that is both security-
sensitive and commercially confidential. The effectiveness of the petition process therefore
depends, in part, on the FAA's ability to appropriately protect sensitive information submitted by
applicants.

Public disclosure of facility security measures, operational vulnerabilities, or other
protective information could undermine facility security and discourage owners and operators
from providing the level of detail necessary for the FAA to make informed decisions regarding
UAFRs.

NPRM, 91 Fed. Reg. at 24,664; proposed 14 C.F.R. § 74.66.
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Accordingly, the FAA should establish clear procedures to ensure that sensitive
information submitted in support of a petition is appropriately protected from unnecessary public
disclosure while remaining available to authorized government personnel responsible for
evaluating petitions.

A. Protect Sensitive Security and Proprietary Information

Applicants may need to submit information including:

e facility security assessments;

e physical security measures;

e facility layouts or perimeter information;
e operational vulnerabilities;

e documented security incidents;

e emergency response considerations;

e proprietary operational processes; and

e other information that could reasonably be expected to increase security risks if publicly
released.

The FAA should minimize requests for sensitive information to that which is reasonably
necessary to evaluate a petition and should clearly communicate how submitted information will
be handled and protected throughout the review process. Appropriately protecting this
information will encourage applicants to provide the operational and security details FAA needs
to evaluate petitions effectively.

B. Utilize Existing Information Where Appropriate

Where practicable, the FAA should leverage existing government information rather than
requesting applicants to recreate or resubmit information that may already be available through
other federal agencies or existing security programs.

Reducing unnecessary duplication will lessen administrative burden while allowing
applicants to focus on providing information directly relevant to the Section 2209 petition.

C. Establish Clear Confidentiality Procedures
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ACC encourages the FAA to establish transparent procedures for protecting sensitive
security and proprietary information submitted in support of Section 2209 petitions.

These procedures should clearly explain:

e what information may be designated as confidential;

e how submitted information will be stored, shared, and protected,

¢ the circumstances under which information may be disclosed,;

¢ how confidentiality determinations will be made; and

e how applicants may identify information they believe warrants protection.

Clear confidentiality procedures will give facilities greater confidence that proprietary
and security-sensitive information will be appropriately protected. That confidence will
encourage more complete submissions, enable FAA to make better-informed decisions, and
reduce the need for follow-up requests or supplemental documentation.

Additional Implementation Recommendations

In addition to the recommendations discussed throughout these comments, ACC
encourages the FAA to adopt implementation practices that promote consistency, transparency,
and long-term effectiveness of the Section 2209 petition process. A predictable and efficient
process will encourage participation by eligible facilities while allowing the Agency to
administer the program effectively.

A. Establish an Efficient and Predictable Petition Process

The final rule should provide applicants with clear guidance regarding petition
requirements, supporting documentation, expected review timelines, and opportunities to address
incomplete submissions.

Providing standardized application materials and clearly communicating procedural
expectations will improve the quality and consistency of petitions while reducing unnecessary
administrative burden for both applicants and the FAA.

Proposed § 74.68 would require applicants to describe costs, disruptions, and other
negative effects on airspace users and measures to reduce those effects. Chemical-facility
applicants can provide information about known facility operations, neighboring uses, and site-
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specific conditions, but they generally do not possess FAA's airspace data or expertise. The final
rule should require applicants to provide only information reasonably available to them and
should assign FAA responsibility for the broader airspace analysis.*’

Similarly, proposed 8§ 74.70 should not be administered as a new facility-level
environmental review program. FAA is responsible for compliance with the National
Environmental Policy Act and other applicable environmental requirements. Applicants should
provide relevant site-specific information reasonably within their knowledge, while FAA
conducts the legally required environmental analysis and permits applicants to reference existing
environmental or regulatory submissions where appropriate.*8

Where additional information is required, the FAA should provide applicants with a
reasonable opportunity to supplement or clarify their submissions before denying a petition.
FAA should also clarify in the final rule and implementing guidance that the one opportunity to
correct and resubmit a denied application applies only to that application and does not preclude a
facility from filing a new petition based on additional information, changed circumstances, or a
materially revised request.

B. Allow Flexibility for Petition Updates

Facility operations, surrounding environments, and security risks may evolve over time.
Likewise, technological developments and changes in UAS operations may affect the
information supporting an approved petition.

Rather than requiring applicants to submit entirely new petitions whenever circumstances
change, the FAA should establish a streamlined process for updating previously approved
petitions when appropriate.

This approach will reduce unnecessary administrative burden while allowing the Agency
to maintain accurate and current information.

C. Preserve Facility-Authorized UAS Operations

ACC members increasingly use UAS, directly or through contractors, for inspection,
maintenance, construction, environmental monitoring, security, emergency response, and other

”NPRM, 91 Fed. Reg. at 24,666-67, 24,687-88; proposed 14 C.F.R. § 74.68.

8NPRM, 91 Fed. Reg. at 24,667-68, 24,688; proposed 14 C.F.R. § 74.70.
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legitimate facility purposes. A UAFR should protect a chemical facility without impeding these
safety- and security-supporting operations.

Proposed 8§ 74.250 and 74.255 would govern allowed operations and require advance
notice to the facility site manager. The final rule should expressly accommodate facility-owned
and facility-authorized operations through a practical mechanism such as standing notifications
or a facility-specific list of authorized operators and aircraft. Any mechanism should preserve
FAA's airspace authority, maintain facility situational awareness, and avoid operation-by-
operation submissions for recurring facility-authorized flights.*®

D. Continue Interagency Coordination

Implementation of Section 2209 intersects with the responsibilities of multiple federal
agencies involved in critical infrastructure protection, aviation safety, law enforcement, and
national security.

ACC encourages the FAA to continue coordinating, as appropriate, with agencies
including:

e the Cybersecurity and Infrastructure Security Agency (CISA);

e the Department of Homeland Security (DHS);

e the Department of Energy (DOE);

e the United States Coast Guard (USCG);

e the Federal Bureau of Investigation (FBI); and

e other Sector Risk Management Agencies with responsibility for covered facilities.

Continued coordination will promote consistent implementation, reduce duplicative
information requests, and improve government understanding of facility-specific security
considerations.

E. Maintain Ongoing Public-Private Engagement

The UAS operating environment continues to evolve rapidly as technology, operational
practices, and security threats change.

' NPRM, 91 Fed. Reg. at 24,676-78, 24,691; proposed 14 C.F.R. §§ 74.250 and 74.255.
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Accordingly, ACC encourages the FAA to continue engaging industry stakeholders after
publication of the final rule through periodic outreach, implementation guidance, and
opportunities for feedback. Continued engagement will help identify implementation challenges,
improve program administration, and support consistent application of the rule across diverse
industries.

F. Periodically Review Program Implementation

Because Section 2209 establishes a new regulatory framework, the FAA should
periodically evaluate the effectiveness of the petition process after implementation.

Avreas for future evaluation may include:

e petition participation rates;

e administrative processing timelines;

e operational challenges experienced by applicants;
e evolving UAS technologies;

e changes in threat activity; and

e opportunities to improve program efficiency.

Periodic review will help ensure that the regulatory framework remains responsive to
changing technologies, operational realities, and emerging security risks.

Conclusion

ACC supports FAA's implementation of Section 2209 and the creation of a workable
UAFR petition process for eligible fixed-site facilities. The final rule should remain risk-based,
provide a practical path for chemical facilities to demonstrate eligibility and need, and protect
sensitive information.

ACC's survey confirms that unauthorized UAS activity is an existing and increasing
concern across the chemical sector. It also shows that many facilities do not yet possess Remote
ID receiving capability or complete twenty-four-month UAS records, making flexible
implementation essential.

ACC respectfully recommends that the final rule:
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e require an applicant to demonstrate that the site is a fixed facility and critical
infrastructure;

e use Appendix A COI concentrations and screening threshold quantities as a chemical-
sector eligibility pathway without making them an exclusive bright-line cutoff;

e permit technically supported alternative thresholds based on facility-specific UAS risk;

o allow Remote ID capability to be installed after conditional approval but before an
approved UAFR becomes active, using equipment or services compatible with part 89;

e preserve the "where available” limitation for twenty-four months of historical UAS
information and accept other credible evidence;

e protect sensitive security and proprietary information submitted with a petition;
preserve practical access for facility-owned and facility-authorized UAS operations; and
limit applicant responsibilities for externalities and environmental information to facility-
specific information reasonably within the applicant's knowledge and expertise.

These recommendations would implement Congress's direction while allowing FAA to
evaluate each chemical facility on its own risk record and preserve safe and efficient use of the
National Airspace System.

ACC appreciates FAA's consideration of these comments and welcomes continued
engagement as the Agency finalizes and implements this important rulemaking.

Respectfully submitted,

American Chemistry Council
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Appendix A — DHS Chemicals of Interest

Appendix A to 6 CFR part 27 is reproduced below as a reference for ACC's recommended chemical-sector eligibility pathway. ACC supports use of

the listed chemicals, minimum concentrations, and screening threshold quantities as an objective pathway, but not as an exclusive bright-line
limitation on eligibility.

Source: Appendix A to 6 CFR part 27, DHS Chemicals of Interest.?

20Appendix Ato 6 C.F.R. part 27 (DHS Chemicals of Interest); Appendix A to Chemical Facility Anti-Terrorism Standards, 72 Fed. Reg. 65,396, 65,420-35 (Nov. 20, 2007).
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